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What is Netin?

OT and lloT Monitoring
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“Netin (s an ensemble of solutions oriented to
the monitoring and diagnosis of OT

(nfrastructures and modern systems of

industrial automation.99
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Network Intelligence Systems, better known as Netin, is a set of
tools and systems to monitor and diagnose big OT infrastructures
and modern systems of industrial automation.

Its integration with IlloT platforms, on the way to global
digitalization, is one of its main foundations.

dnetin

Netin is the perfect tool for the professionals of the area which
makes easier the daily maintenance and operation tasks, detecting
In advance potential risky situations to solve them in a more
efficient way.

Its integration with loT platforms and Tl systems set up the
appropriate ecosystem to have the necessary information in the
right place and time.
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Introduction

Monitor your industrial systems

¢ NetinDS (s a distributed system, by the use o
agents, that allows you to monttor blg OT

(nfrastructures and modern systems of

industrial automation. 99

Netin Diagnostic System is a monitoring and diagnosis system
for industrial facilities and OT infrastructures, which main goal is to
provide, to the professionals of the area, the best tools to get a
quick and easy diagnostic of their systems.

Designed and developed specially for the industry, Netin DS is
based on the main supervision protocols of the IT field, as much as
on the most well-known and extended OT standards.

dnetin

With a complete pack of agents, NetinDS reach and integrate all
your systems in the easiest way under an only tool to better
improve the comprehension of your facilities’ state.

The NetinDS interface let you access, right there where you need
it, to all the monitoring information of your facilities, systems and
devices.




Components

What is NetinDS made of?

& ALARM

@ NetinDS WebU!I ¥ NetinDS Server

Web responsive interface, based on HTML5 and | & asw | It is the core of NetinDS system, it develops all
CSS3, from which it is possible to get to all the the tasks concerning agents’ coordination,

system resources and configuration options. information storage, configuration
management...

ﬁgﬁ Server configuration for 200 Agents

@ 32GB Memory RAM @ 240GB SSD + 1TB HDD
& 4-6 Cores CPU & RHEL7 x

@ Microsoft Edge
& Google Chrome
& Mozilla Firefox

-*: NetinDS Agent
With hardware and software versions, it captures
and manages the information from the systems

and devices.
& Linux & Windows x32/x64 - ))J
& Local WebUI =

®® ®
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Architecture

How is NetinDS?

NetinDS WebUI

i

NetinDS Server

NetinDS Agents\_



Features

How is NetinDS?

1_
2, $
3 E— u
Monitoring Auditing Integration Forensic analysis Assets management
Monitoring and Set up your own Integrate all your Trace, analyse and find Get the most of your
diagnosis in real time of standard and check its industrial systems and out the reasons of the investments by making
the whole of the devices achievement constantly devices under an only problems in your and checking
and systems that form with the auditing tools monitoring and diagnosis industrial facilities in automatically the stock of
your industrial facilities and the possibility to tool thanks to the order to solve the events your whole industrial
and OT infrastructures. create user templates application of industrial that caused them in the hardware package.
fully personalised. standards and the ones first place in a more
specially develop on our efficient way.
own.

Netin Diagnostic System is always developing and evolving. Adding new and innovative functionalities and interfaces of

communication and display. Increasing and improving the system capabilities and its use range. Being based on industrial and

information technologies standards we take advantage of the Industrial Internet of Things power in an easy and intuitive way.

dnetin 9
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Introduction

Watching through the industrial systems

¢ Ihe key factor to_solve a preblem is:to hav
the right diagnosis. If the problem s
ldentified precisely, its solution-ts, by far,

more feasible.99
AP
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Overheat

Short circuit

Memory leak

Netin Diagnotic Sytmen join under an only tool the monitoring
tasks of all the elements that form your OT infrastructure, your
automation facilities, your machines, your plant...

This way it allows an easy access to the most important
information of your systems, and at the same time, it simplify their
diagnosis by, at a glance, checking the state of the different
elements that form them.

dnetin

The monitoring of your industrial network electronics, controllers,
peripheric stations, industrial computers, robots... is organise in a
way that improves the maintenance efficiency and reduces the
downtimes when a problem occurs.

NetinDS is highly customizable by creating alarm events for any
monitored variable and adding new ones by using different
standards.
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Monitoring

Fieldbuses monitoring

Fieldbuses are essential elements in the automation of complex
Industrial systems where it is usually necessary a distributed control
system and a controller hierarchy.

One of the main goals of Netin Diagnostic System is to monitor the
fieldbuses (standardised on IEC 61158 and IEC 61784) and their
Integrated elements.

PROFINET, PROFIBUS, Modbus TCP/IP are some of the fieldbuses
that can be monitored by NetinDS.

Knowing the fieldbuses’ state and efficiency of an industrial systems is
a key factor to detect potential incidents and quickly solve them, and
so it is also a key factor for companies.

dnetin
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» PQ27 » Autobastidor 2 completacién » KBU2A12

Monitoring -

P SCALANCE X-200

Network monitoring PRI

IP:172.18.140.16

S7-PC PNPN_IOC PNPN_IOC SCALANCE X-200
m1512-14344 kbu2a13-—hs-allgkas kbu2al2-—hs-allgkas kbu2a12-—bs-allgka3

SCALANCE X-200 E 57-300
kbuZal2—bs-aligka? |- kbu?a12-—hs-allgkue

Anybus Com.

kbuZa12——bs-allgkab

IP:172.18.140.249 IP:172.18.140.18 IP: 172.18.140.19 IP: 172.18.140.15

IP:172.18.140.14

IP:172.18.140.10 IP: 172.18.140.20

Digitalization involve an increase on the number of devices connected

to industrial networks, raising even more their importance in the |
productive processes of the industrial facilities and OT infrastructures. wios  Wlggeasm m;&,;%m,@gg;%wm,

IP: 172.18.140.33 IP: 172.18.140.32 IP: 172.18.140.40 IP:172.18.140.37

Netin Diagnostic System watch with the better-known supervision

protocols, in real time and in a cross way, your industrial networks by
looking after the connected nodes and the network electronics.

Avanzado

ciados (Partners)

Taller ¥ Linea Y Instalacion Y Celda Y Nombre de dispositivo Y Descripcion Y Tipo de dispositivo Y Direccion IP
Taller 1 PQ27 Autobastidor 2 completacion KBU2A12 Kbu2a12—bs-aligka2 Siemens, SIMATIC NET, SCALANCE X202-2P IRT, 66K5  SCALANCE X - 200 172.18.140.14
This real-time su pe rvision of the industrial facilities allows knowi ng, at raller1  PQ27 Autobastidor 2 completacion  KBU2A12 Kbuza12—bs-allgku1 Siemens, SIMATIC 57, CPU319F-3 PN/DP, 6ES7 318-3FL0T 172.18.140.10
. .. . i Taller 1 PQ27 Autobastidor 2 completacion KBU2A15 Kbu2a15—bs-allgku1 Siemens, SIMATIC S7, CPU319F-3 PN/DP, 6ES7 318-3FLO1 172.18.143.10
da | | t ime S’ t h € Sta te’ effl cien Cy an d aval I da b | I Ity Of yo ur SySte ms. Taller 1 PQ27 Autobastidor 2 completacion KBU2A12 Kbu2al2—bs-allgkal Siemens, SIMATIC S7, IM151-3PN FO, 6ES7 151-3BB23 ~ ET200S 172.18.140.21
Taller 1 PQ27 Autobastidor 2 completacion KBU2A12 Kbu2a12—sv—kal Siemens, SIMATIC S7, IM151-3PN FO, 6ES7 151-3BB23  ET200S 172.18.140.30

Some NetinDS functionalities are: bandwidth measuring, ports with
errors and wrong networks configurations. o

Avanzado

Hora de inicio Y Duracion Y Taller W Linea Y Instalacion Y Celda ¥ NombreDisp. YT Informacion Y Texto de ayuda / informacion extra
10/11/2017 14:40:44  10:03:06 Taller 1 PQ27 Autobastidor 2 completacidn KBU2A12  Kbu2al2—bs-allgka2 ﬁ Potencia POF en el puerto 3: 2.0 dB

29/11/2017 18:20:02  11:12:23 Taller 1 PQ27 Autobastidor 2 completacion KBU2A12  Kbu2al2—bs-allgka2 ’ Potencia POF en el puerto 3: 2.4 dB




Monitoring

Industrial devices and systems monitoring

NetinDS is a monitoring system highly customizable and configurable according to the specific needs of each facility or OT infrastructure.

These features are especially important when coming to integrate, under an only monitoring and diagnosis system, structures so diverse
as the ones we meet in industrial fields where is common to find different technologies from different manufactures join together to reach

the highest efficiency and longest life cycle.

The NetinDS agents pack and its configuration possibilities, by devices profiles, allows it to adapt to the reality of new or old facilities, from different manufactures
or even in different and faraway localizations. Each device can be configured with different profiles for the same equipment, use only one or several NetinDS

standard protocols, or include, if necessary, custom-made protocols thanks to the integration tools as Dzakar.

Datapoints l User alarms
Eo @ It is possible to configure a user alarm for each value read by

NetinDS can monitor a huge number of different variables for
logical expressions, that even allows the

each device. Every variable has a specific configuration which NetinDS. Using
combination of several datapoints, user alarms can be triggered

with different critique levels, performance modes and texts.

include from its logical address to the way its values are read.
The ensemble of a variable and its configuration is known as

‘datapoint” in the Netin system.

System logs System alarms
E@ Syslog diagnostic buffer and PROFINET Logbook are some @ They are the alarms that come straight from the system or the

examples of the system logs that NetinDS collect and assimilate technology monitored (such as PROFINET). Each state, alarm or
together with key information to make forensic analysis or solve diagnosis is read and translated according to the standard.

iIncidents.
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L\ Alarmas /¥ Inspeccién  &#9 Redes Estados g¥Configuracion  [5’Consultas &

9 > Taller1 » PQ27 » Autobastidor 2 completacién » KBU2A12 » kbu2a12--—--—-sv-—-——ka1l

MODULE IN WARNING
aller Taller 1 Controlador PNIO kbwakal-—bsallgkux T

inea PQ27 Dominio MRP mrpdomain-1

° ® [
. ' ' PROFINET I/O d t
nstalacion Autobastidor 2 completacion odo ien POTENCIA POF eVI C e S m o n I o rl n
>elda KBU2A12 Version MRP 1
Nombre dispositivo kbu2al12—sv—kal Tipo de dispositivo 1 20d B
[ipo dispositivo ET200S Real time class 2
SHORTCIRCUIT
) . Siemens, SIMATIC S7, IM151-3PN FO, 6ES7 151-3BB23-0AB0
escripeion HW: V3.0.0, FW: V7.0.5, SN: S C-F6DS26432015

False

& Advanced diagnosis

Jireccion IP 172.18.140.30

Jireccion MAC 28:63:36:34:1D:6C

| NetinDS supervise all the PROFINET information about a device,
deferencia 6ES7 151-3BB23-0AB0 . . . o . . .
oo analysing it according to its GDML file and independently from its
fersion Hardware C O nt rO | | e r.

/ersion Software

ertos . .
& Modules diagnosis

Basico Avanzado @_ . . .
Any alarm or diagnosis, as much from the header as from the its modules,
ce Nombre Link status Admin st. Port status Mbits/s Modo Descripcidn Equipo remoto Puerto Remoto MAC puerto remoto Error ent. Error sal. iS d etected a uto m atica | |y a n d re po rted , a | |0Wi n g a fa S.t d ia g n OS i S Of th e

802 port-001-0 Up Up 0 100 Mb/s Full Duplex  ap0 .
802 port-002-0 Up Up 0 100 Mby/s Full Duplex  ap1 e q u I p m e nt’
802 port-001-0 Up Up 0 100 Mb/s Full Duplex  ap10 00-0e-8c-8d-18-75 port-001 00:0E:8C:8D:18:75
802 port-002-0 Up Up 0 100 Mb/s Full Duplex  ap11 P °® °® P
R i M- Configurations validation
802 port-004-0 Up Up 0 100 Mb/s Full Duplex  ap13 . . . .
Devices configuration failures (expected vs. real) or parameters
802 port-001-0 Up Up 0 100 Mb/s Full Duplex apl14 00-Oe-8¢-f0-64-12 port-004-00009 00:0E:8C:F0:64:12

TR 2 s 45w - configuration failures, as much from the modules as from the header, are

o diagnosed.

Avanzado

=

Jnosis Y Slot Y Nombre Y  Referencia Y Informacién Y  Estado | Q P Ro F I N E T ° t f ° t e

5 IM151-3 PN FO V7.0 6ES7 151-3BB23-0AB0 PROFINET I0 device interface module IM 151-3 PN FO (ERTEC200) for ET 200S Module OK I n e r a c e m 0 n I o r I n g

6 PM-E DC24V 6ES7 138-4CA00-0AAD Power module PM-E for electronic modules, DC24V, with diagnostics Module OK | t'S mon |to re d th e Sta te Of ‘t h e P RO F | N ET | N te rfa ces, | NC | u d | N g th e

2 4DI DC24V ST 6ES7 131-4BD00-0AAD Digital input module DI 4xDC24V, Standard Module OK . . . . .
communication with the Controller, the topology configuration, MRP

3 4DI DC24V ST 6ES7 131-4CA00-0AAD Digital input module DI 4xDC24V, Standard Module OK

4 PM-E DC24V 6EST 132-4CA02-0AA0 Power module PM-E for electronic modules, DC24V, with diagnostic Module OK re d un d an Cy Sta tel etc .

5 4D0 DC24V/0.5A ST 6ES7 132-4CA02-0AA0 Digital output module DO 4xDC24V/0.5A, Standard, supports isochrone mode Module OK

6 4D0 DC24V/0.5A ST 6ES7 138-4CA00-0AAD Digital output module DO 4xDC24V/0.5A, Standard, supports isochrone mode Module OK

« @ » » 1-70f10it

dnetin




Monitoring

SIMATIC CPU monitoring

& CPUs SIMATIC monitoring

NetinDS collects information from the programmable controllers, as
main elements in the industrial facilities, to know their state at all times.

CPU efficiency

Cycle time, memory activity level, number and type of connections
used... by these parameters NetinDS helps you to monitor your CPUs
efficiency.

Diagnostic Buffer

NetinDS accesses and record the diagnostic buffer events from the
SIMATIC CPUs. This information will become very important logs when
coming to make the forensic analysis of the incidents.

Communications state

NetinDS identifies automatically all the systems that access the
SIMATIC CPUs, SCADA systems, HMI devices, OPC servers... allowing to
know the communication load of each one.

dnetin
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1:1 Alarmas & consultas

&= Redes

aller1 » PQ27 » Autobastidor 2 completacion » KBU2A12 » kbu2al2----—-sv-----kal

455’ Inspeccion @Estados Configuraci(')n

Taller 1 Reservado Usado R
PQ27 Méximas conexiones 32 u n
n Autobastidor 2 completacion Recursos no usados 29
P BUS STATE
KBU2A12 oP 10
ispositivo kbu2a12—sv—ykat Configurado 1 2 O k
Jsitivo = 1 1
_ SYSTEM STATE
. Siemens, SIMATIC S7, IM151-3PN FO , 6ES7 151-3BB23-0AB0 S 0 0
n HW: V3.0.0, FW: V7.0.5, SN: S C-F6DS26432015 O k
IP 172.18.140.10
Tiempo de ciclo MEMORIA
MAC 00:1B:1B:E6:BB:73
20%

a 00:1B:1B:E6:BB:4F ‘ 0
e

| 2 « w " TIEMPO DE CICLO
ardware

Ultima medida més larga 31 Ultima medida més corta 21 2 O
oftware

ion de la memoria

Load Memory RAM + EPRON Remain Memory, Data

Work Memory

Total: 8388608 Total: 716800 Total: 26214+
M Libre: 6248182 M Libre: 391892 B Libre: 12«
I Usado: 2140426 [ Usado: 324908 [ Usado: 1:

co de buffer

Avanzado

Y Timestamp ExtError Y  IntError Y Evento Y Clase Y OB Y  Evento

2017/12/03 16:44:58:318 1 (0x00) Event Leaving (0x03) Asynchronous errors 83 (0x3858) PROFINET 10 interface
2017/12/03 16:44:58:214 1 (0x00) Event Leaving (0x03) Asynchronous errors 83 (0x3858) PROFINET 10 interface
2017/12/03 16:44:58:165 1 (0x00) Event Leaving (0x03) Asynchronous errors 83 (0x3858) PROFINET 10 interface
2017/12/03 16:44:58:114 1 (0x00) Event Leaving (0x03) Asynchronous errors 83 (0x3858) PROFINET 10 interface
2017/12/03 16:44:57:960 1 (0x00) Event Leaving (0x03) Asynchronous errors 82 (0x3842) Madule OK
2017/12/03 16:44:54:558 1 (0x00) Event entering (0x03) Asynchronous errors 82 (0x3842) Module error
2017/12/03 16:44:13:041 1 (0x00) Event Leaving (0x07) Event for fail-safe and fault (0x78E5) FI/0 device depassivate

I 2 3 4 &5 » 4l 1-

16
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» PQ27 » Autobastidor 2 completacion » KBU2A12 » kbu2a12----—-sv--—-—-ka1

/O

22 Inspecci6n

Taller 1

PQ27

&= Redes

Autobastidor 2 completacion

KBU2A12

kbu?al12-—sv—=kal

SCALANCE X-200

&1 15

= consul

Estados Configuracién

C-PLUG

Present

Monitoring

Controlador PNIO kbwakal-—bsallgkux

B— Industrial network electronics monitoring
MRP Modo Clent POTENCIA POF
Tipo de dispositivo 0 4d B

LINK DOWN

Siemens, SIMATIC NET, SCALANCE X201-3P IRT, 6GK5
201-3BHO0-2BA3 HW: Version 6, FW: Version V05.02.00

172.18.139.221
00:1B:1B:BA:6A:52

6GK5 201-3BHO0-2BA3

& Advanced industrial diagnosis

NetinDS combines the use of standard supervision protocols (SNMP)
with the use of industrial protocols (PROFINET) to get all the information
necessary from the industrial network electronics.

False

NO PEER DETECTEL

VPF/144469
® Failures and bandwidth supervision
5.2.0
Thanks to its configurable alarms system, NetinDS can notify you of any
Incident in the network, caused by a bandwidth excessive use or by
discarded packets or error packets.
Y  Linkst Y Mbits/s Y  Modo Y Descripcion Y Equipo remoto Y prio.Remoto Y  EmorEnt. Desc. %BWE. %BWS. Potencia POF (db) Y .
Up 100.00 Full Duplex Siemens, SIMATIC NET, Ethernet Port, X kbu2al1212340—vi-5kal port-002 n-mm 0 Adaptable prOfI Ies
* S ——— EEﬂE Specific profiles can be created through the MIBs of each model, and
Up 100.00 Full Duplex Siemens, SIMATIC NET, Ethernet Port, X o o B
" P P E—— ol o o] o complgx user a.Iarms. relating several equipment variables, for example,
Up 100.00 Full Duplex Siemens, SIMATIC NET, Ethernet Port, X --mm Optlc flbre and |Ink dIStance°
Up 100.00 Full Duplex Siemens, SIMATIC NET, Ethernet Port, X --mm
Up 100.00 Full Duplex Siemens, SIMATIC NET, Ethernet Port, X kbu2al123——k—-1kal port-001 --

>

Timestamp

2017/12/03 16:44:58:318

L]l

ExtError

1

dnetin

Y  IntError

(0x00) Event Leaving

Y Evento

&

Adapatable panels

The monitoring panels of each profile can be configured in a customized
way, making easier to adapt different equipment models with different
attributes.

Avanzado

Y Clase 0B h 4 Evento

(0x03) Asynchronous errors 83 (0x3858) PROFINET IO interf;



Monitoring

Topology network monitoring

& Devices automatic detection

NetinDS uses industrial and standard protocols to detect and identify
automatically all the devices that form the network and its topology.

& Devices grouping
NetinDS allows grouping together different equipment according to
the attributes chosen by the user: communications or control cabinets,
hierarchy in the control structure... This way, the visualization in
facilities with a large number of nodes is simplified.

& Advanced network topology

The topology view allows knowing, at a glance and in a graphic way,
the network state. Besides, it's possible to upload a real image of the
facilities to merge it into the topology and locate each equipment more
easily and graphically.

& Contextual facilities view

Every topology node and link show the state of the devices and
connections according to industrial standards, so it's possible to detect
configuration failures in the topology for systems as PROFINET.

dnetin



Grupos > B ." .7 e @ I

Grupo 1 kbu2al2----bs-
P aligka3

Grupo 2

Grupo 3

10.10.50.122

Nombre: scalance201xb3xb1xbmrpZe104

Tipo: SCALANCE X-200

10.10.50.126 X

m 172.18.140.16
- m1512-14344 m 172.18.140.18
m“

ANADIR GRUPO

Dispositivos
Estado Y Taller ¥ Linea T Instalacion T Celda T  Nombre de dispositivo ¥  Descripcion T  Tipodedispositive ¥ Direccion|P T ‘
Device Ok Taller 1 PQ27 Autcbastidor 2 completacidn KBUZA12 kbuZal53243r0brs--kal Siemens, SIMATIC NET, SCALANCE X202-2P IRT, 6GK5  SCALANCE X-200 17218143111 @
Device Ok Taller 1 PQ27 Autobastidor 2 completacidn KBUZ2A12 kbuZal422400r06rs--kal Siemens, SIMATIC NET, SCALANCE X201-3P IRT, 6GK5 SCALANCE X-200 17218142111 @

dnetin




)100100101010101010001010

)101011010101010100110010 . .

)100010100101100101001010 MO“'tor"“g

1010101001001010101010100 . o
Network traffic monitoring

)110101010110101010101001

101010100C

)10101¢ k . .
101014 - & Network in-depth analysis

NetinDS allows, by the packets’ analysis, inspecting the network traffic in-
100 010 depth and continuously. It improves the knowledge of the network and
111 00 the detection of faults by using a TAP or pointing to the detection of non-

wanted multicasts.

& Traffic statistics

Some examples of the possible statistics are: total traffic, traffic typology
)01 by protocol, redundancy protocols detection and BPDUs topologies
changes, TCP traffic or UDP to a specific host or from specific sources.

101010100100
010001010111

0011001010
" & Alarms by traffic type and pcap file

1010001 . . . o
It is possible to configure user alarms when any pattern defined is

110101010 detected and to make sequential traffic recordings to improve the

10100101100101001010 information sources for failures.

)100100101010101010001

)10101101010101010011001 & Configurable filters

)100010100101100101001010 The system to register and analyse the traffic allows applying filters to
perfectly adjust the aim of the captures, so that it becomes a highly
10101010010010101010101060 helpful tool to solve incidents.

)110101010110101010101001
1010101000101001011001010

dnetin
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Introduction

Audit by yourself according to your own standards

Y Texto de ayuda Y ACK Y

ry

CC In the maintenance of OT infrastructures,

uio* : - ctedModuiel SCALANCE X201-3P IRTV.2) No Match
the hardware auditing is one of the main mberT; Substte. RN H0ODCHVIAST)
! : : . ExpectedModule( 4DO DC24V/0.5A ST ) no Match GlMaTch
tasks, and its automation (s the key to turn it s POF en o puero d o scordes etindar VASS 2208, [0
into an efficient process. %9y e ot ket Powr g oIS o et
D Expectediodule( STALANCE X201-35 IRT V6.2) No Match
o 10/11/2017 14:40:44 11:12:23 Taller 1 PQ27 Autobastidor 2 completacion  KBU2A12  Kbu2al2----bs-allgka2 . g::::':lr:r?:rrrsiss)'sf:l:rhiil-n{:::;?bbl:Tﬁﬁi?gtﬁtih;?snnﬁzﬂw?T_Eflfggm?r: No Match

It is possible, thanks to the information got by the NetinDS Applying your own validation standards, you will be able to check
agents, to make automatic the process to audit the hardware their compliance level, overtaking any incident and controlling
configuration of the equipment and systems that form your your installed hardware depot efficiently.
facilities and OT infrastructures.

Different validation profiles can be created for the same equipment
Firmware and hardware versions, specific devices references, type, so it will be possible to apply different rules in each facility
configuration modes of interfaces and modules... easily.

dnetin



Auditing o ’ |

Apply your standard, create your profiles

e
ey

Netin Diagnostic System allows adding new devices profiles created
by the user based on the existing ones or making them from zero.

Each variable (datapoint) declared in a profile can include a validation
rule to check that the datapoint value is In our standard. NetinDS
allows creating rules by applying RegEx (Regular Expressions) to, for
example:

——

e Check that the equipment reference is in the released equipment

list:
/\b6GK5201-3BH00-2BA3 | \b6GK5202-2BHO0- 2BA3 | \b6GK5204 -0BAGO-2BA3 /g

e Check that a firmware version is in between the released versions

for that product: ]
/\b5.4.%|\b5.5.*%|\b5.6.*/g I

dnetin 23



@ Estados Cu:mf

idor 2 completacion

M2
GEC

Caudales principales

Linkst. ¥ Mbits/s Y Modo Y Descripcion Y  Equipo remoto Y Prto. Remoto Y Error Ent. Desc. %BWE. %B\
Up 100.00 Full Duplex Siemens, SIMATIC NET, Ethernet Port, X1 kbu2a1212340—vi-5kal port-002 -.
Up 100.00 Full Duplex Siemens, SIMATIC NET, Ethernet Port, X1 P4 kbu2a1222350r02rs—ka1l port-004 m-.
Up 100.00 Full Duplex Siemens, SIMATIC NET, Ethernet Port, X1 P2 kbu2a1222350r04rs—kal port-004 m
Up 100.00 Full Duplex Siemens, SIMATIC NET, Ethernet Port, X1 P4 kbu2a122——i—2ka2 port-003 - -m.
Up 100.00 Full Duplex Siemens, SIMATIC NET, Ethernet Port, X1 P4 kbu2a1222350r02rs—ka1l port-004 n -m.
Up 100.00 Full Duplex Siemens, SIMATIC NET, Ethernet Port, X1 P4 kbuzal23i—-k-1kal port-001 mm.

dnetin

Auditing

Keep your auditing process always active

With the NetinDS user alarms system you can create more complex
rules to audit your systems and devices in real time. Any failure or
incident in the application of your policies will be notify at the very
moment. For example:

e Checking the plastic fibre power (POF) according to the cable
length:

"expresions”

"expresion": "device[portInfo.*.powerPOFBudget].rawValue < 2.5"
"symbol": "pwBud"

"expresion": "device[portInfo.*.cableLength].rawValue > 40"
"symbol"”: "cblLength"

"logic": "pwBud && cblLength"

The critique level can be configured to trigger a high priority alarm just
In case the rule breaking can cause serious problems.



Auditin

Create your own knowledge

gata base

With NetinDS it is possible to create your own knowledge database by
Integrating a customized Wiki. This
comprehension of the events and alarms detected, influencing directly
In the incidents resolution time.

feature improves users'

The Wiki entries, written in Markdown standard, can attach tags and
equipment types in order to the NetinDS WebUI interface allows the
user to analyse the articles associated to the events o alarms occurred.

You can create your own standard applying specific rules in your
templates and document it in the NetinDS Wiki, that way you will
achieve a fast application of the standard by joining, in the same tool,
the auditing process and solving actions.

)IrO2rs--kal: 172.18.140.221

| PosiblesSoluciones

21222350r02rs--kal Dispositivo no presente

Autor: Jhonny Ferreira

ANCE X-200

Description: No hay conexion c
8.140.221 cion del dispositivo y verificar ¢
A comunicacion del dispositvo
:usable

\cia POF en el puerto 4: 1.8 dB Dispositivo no presente

. . _ Autor: Jhonny Ferreira
:an decide whether or not the redundant power supply i1s monitored.

:an choose the port's physical properties Description: El dispositivo est

1cia POF (dB)

@

Juracion Y Informacion Y

'0:03:06 Potencia POF en el puerto 3: 2.0 dB : -
1:12:23 Potencia POF en el puerto 3: 2.4 dB 10
)6:36:12 Dispositivo en fallo 8
)6:36:12 Potencia POF en el puerto 4: 4.4 dB ’

Lunes Martes Miércoles

1-7of 7items
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Introduction

One tool, all the diagnosis

B Yaa
66 One of the main goals of Network Intelligence . e

(s to Integrate new systems and devices by
ustng market standards or speclalized

drivers. ,,

/ NSUAER

Netin Diagnostic System collects the information and diagnoses
the devices and systems that form the industrial facilities using
drivers for the different protocols and standards.

SNMP, S7 Protocol, OPC UA Client, PROFINET Supervisor, Modbus
TCP... are some of the protocols supported by the NetinDS agents.

[ o\ [

Network Intelligence constantly works to incorporate new
interfaces by getting agreements with the main trademarks in the
sector, to improve the NetinDS diagnosis ability.

At the same time, it is possible to integrate user drivers or custom-
made drivers thanks to Dzakar, the NetinDS drivers’

development API.

dnetin



®
I nteg rat I O n es.netin.dzakar.api.interfaces;

Create your own drivers es.netin.dzakar.model.data.Alarm;

org.junit.Test;

Industrial systems are very diverse systems where different

technologies from different manufacturers can be mixed to get the

highest efficiency in the production process.

This feature, although there are already standards, makes sometimes
necessary to develop a custom-made driver which allows integrating

the whole bunch of the facility characteristics. oublic class {
, , fiTest
To get this goal, NetinDS has a development API to integrate the public void () 1
custom drivers, known as Dzakar. AlarmHandler () {
@0verride
Dzakar allows creating complete drivers with the same functionalities public void (Alarm alarm) {
as the native NetinDS drivers: )
* Integrated and personalised configuration for the NetinDS }:
templates system.
* Integration of Datapoints, Alarms & Events, Historical - ( ¥
Datapoints... j
e Automatic integration in agents and centralized checking of o
versions. public void
Al vl ey T i N |

dnetin



OPC UA Client

Certified OPC UA v1.02 compliant.
Data Access client subscription..
Event client subscription.

Method client subscription.
Certified security support.

OPC UA Client to connect your SCADA and
control systems.

Integration

Connect your devices

PROFINET Supervisor
®

Autodetection of equipment by DCP.
Access to information devices.

Access to configuration data.

Access to the diagnosis buffer (logbook).
GSDML import.

Complete access to all the information of
one of the most extended fieldbuses..

PROFIBUS

PROF!

BjU[S

Access to devices states.
Bus data.

Bus statistics.

Access to tension levels.

Oscilloscope function.

Quality monitoring of all your PROFIBUS
networks from NetinDS.




V1, V2C, V3.

Traps support.
MIB import.
MIB compilation.

PING basic test.

Diagnose your network electronics with the
SNMP standard.

Integration

Connect your devices

SIMATIC S7

SIEMENS

Access to diagnostic buffer.

Access to reading memory (DB, M, Z...)
Blocks details (FB, FC, DB...).

Access to CPU state.

Access to CPU identifying data.

Integrate your SIMATIC controllers’ diagnosis
to get a full view..

$Modbus

TCP/IP and UDP networks use.
Standard function codes.

Access to files and diagnosis.

Big data types, bits and strings.
Application protocol specification.

Integrate your MODBUS devices in the
monitoring and diagnosis system.
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Introduction

Know the reasons of your problems

Constructor de consultas

6§ The forensic analysis of incidents is one of
the practices with more tnpact inthe

IRatstraojactitiessefficiency._Knowtng the

reasons of a fatlure (s the first step in the
searching of a solution. )Y

Nombre aterales GEO | Derecho
+/ ARG1
kba2a1320370r v’ ARG?
S I_‘ Recurso | Recurso? v | o

Incidents forensic analysis is one of the most powerful tools to NetinDS allows you to connect records and alarms from different
get the highest efficiency in industrial facilities, as it allows devices, ordering them by time and setting up hierarchy links
identifying and solving the problems underlying reasons. according to topologies or master-slave relations.
Some of the events resources that NetinDS can register are: It's possible to add new records with the integration tools and
controllers events logs (Diagnostic Buffer), SNMP Traps, Syslogs, APIs, and new resources to make easier the problems solving.
user alarms...

dnetin




Forensic analysis

| Know the causes to set solutions

rchivo de configuracion o rellenando los siguientes campos.

ultas Seleccion de localizaciones X
NetinDS has a powerful search engine that allows you to look into all
Colecciéni T v . - ,
s == Localizaciones B the occurred events in your facilities: user’s alarms, system alarms,
> Taller 1 logs... to find an incident’s cause.
Recursol v v PQ27
> Laterales GEO I Izquierdo
CondicionT v +/ Laterales GEO | Derecho And v ‘ ' : ' T :
The historical events forensic analysis by logs auditing is one of the
v/ ARG1 .. . . . -
o ARG most efficiency practices. If your OT system or industrial facility has any
Recurso2 A . . . .
> PQ27 problem, NetinDS will tell you the cause, but even more important is
Condicion?2 v And v

to know what exactly happened.

— You can make searches based on an IP an equipment, an event...
NetinDS correlates the information so it isn't necessary to make

complex searches, but anyway you can make custom ones to find the
Static Date Range information you need.

= , .

CANCELAR ANADIR
GUARDAR CANCELAR I
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Introduction

Trace and manage your OT stock

Gestion de activos

6 The efficient management of the hardware
that forms the industrial facilities and OT v| Fechainstalacin ¥ | Locakzacion .

i nfr das tr a1 tl_,l (£ [S Cl k ey f(] C to I to g uara ntee 92-BMW1 12/6/2018 13:36:04 Taller1/PQ27/Mascaron/KBA2A13
their efficiency and maintenance. ),

aza Jo4U---1S-1Ka VI JUoG UL V
ET200mp -
Scalance X100 kba2al3----- SV----- kal S C-F1US50442015 7.0.5 V3
Scalance X200 kba2al2-----sv-----kal S C-F6DJ71462015  7.0.5 V3

Netin Diagnostic System helps you to have a clear and full view
of all your hardware assets of your OT infrastructure, so that you
can get the highest profit of your investment.

NetinDS allows you to automatically detect and order the assets
of your facilities according to your organizational structure.

192-BMW1 10/2/2017 10:06:21 Taller1/PQ27/Mascaron/KBA2A13

A56-G192-BMW1 21/2/2016 16:42:00 Taller1/PQ27/Mascaron/KBA2A12

66BB-L-362-GI92-BMW1 01/3/2018 09:30:15 Taller1/PQ27/Mascaron/KBA2A12
66BB-L-502-GI92-BMW1 12/8/2015 18:05:41 Taller1/PQ27/Mascaron/KBA2A13
57BB-L-456-GI92-BMW1 19/8/2010 14:28:01 Taller1/PQ27/Mascaron/KBA2A12

You will know references, serial numbers and identifying data of all
the elements that form your facilities, even of the modules, to get
the highest granularity.

It is also possible a unified and automated management of your
facilities IP addressing with the NetinDS IPAM module.

dnetin



Assets management

IP addressing management

Modular equipment
Mmanagement

Gestion de acti Versions

Devices profiles

Automatically identify the equipment | ma nagement, NetinDS allows you to identify the
LTS P that form your industrial systems by Ifwmware and hardware FEIOTS modules that form your devices. For
o creating configurable profiles. serial numbers, references... efficiently example, peripheral equipment 10
manage your devices stock.
ET200s modules.
ET200sp
ET200m
e kba2a1220340---is-TkaT VPF3003635 3.0.1 Vi 66BB-L-362-G192-BMW1 01/3/2018 09:30:15 Taller1/PQ27/Mascaron/KBA2A12
T kba2al3-----sv-----ka] S C-F1US50442015  7.0.5 V3 66BB-L-502-G192-BMW1 12/8/2015 18:05:41 Taller1/PQ27/Mascaron/KBA2A13
Scalance X200 kba2al2-----sv-----kaT SC-F6DJ71462015  7.05 V3 57BB-L-456-GI92-BMW1 19/8/2010 14:28:01 Taller1/PQ27/Mascaron/KBA2A12
Scalance X200IRT kba2a1610430rb1vi-1kaT 002032594598SMC ~ 3.1.4 V3 18BC-L-456-G192-BMWT 12/6/2018 13:36:04 Taller1/PQ27/Mascaron/KBA2A16
S LElEEE Ll kba2a1620440rb1vi-1kaT 002032498939SMC  3.1.4 V3 06BB-L-456-GI192-BMW1 28/2/2018 12:51:06 Taller1/PQ27/Mascaron/KBA2A16
kba2a1610440---Im-Tka3 S C-FOA532212015  3.0.1 V4 15AB-L-456-GI92-BMW1 04/6/2014 08:37:10 Taller1/PQ27/Mascaron/KBA2A16
srupos kba2a1610440---Im-Tka5 S C-FOA533972015  3.0.1 V 4 61BA-L-456-GI192-BMW1 11/6/2016 16:37:15 Taller1/PQ27/Mascaron/KBA2A16
kba2al42------- i--2pb1 S C-F8AN23982015  1.0.1 V3 61BB-L-456-G192-BMW1 02/3/2018 19:03:02 Taller1/PQ27/Mascaron/KBA2A14
Grupo 1 kba2a152------- i--2pb1 S C-F8AN24132015  1.0.1 V3 65BB-L-456-G192-BMW1 13/5/2017 13:36:28 Taller1/PQ27/Mascaron/KBA2A15
Grupo 2 kba2a1430400rb3ae-3tm1 1627825 141 V10 66AA-L-456-GI92-BMW1 12/11/2014 10:48:01 Taller1/PQ27/Mascaron/KBA2A14
—— kba2a1430400rbdae-2tm1 1189604 1.4.0 V10 68AB-L-456-GI192-BMW1 09/9/2018 09:10:21 Taller1/PQ27/Mascaron/KBA2A14
kba2a1230350rb2ae-1tm1 1190336 1.4.0 V10 66BC-L-456-G193-BMW1 12/8/2018 10:28:46 Taller1/PQ27/Mascaron/KBA2A12
kba2a1410380r03ms-Tkal  AO2F775A 3.253 V 4 10BB-L-456-GI92-BMW3 22/6/2016 17:01:15 Taller1/PQ27/Mascaron/KBA2A14
kba2a1610430r02-1kaT A026BF59 3.20.4 Vi 16CC-L-456-GI92-BMW1 12/9/2017 08:01:53 Taller1/PQ27/Mascaron/KBA2A16




Assets management

IP addressing management

Automated searches

Subnetworks and IP addresses can be
detected with the NetinDS agents

Conflict detection Addressing reports

Detect conflicts in the addressing and Make, in a quick and easy way, reports

, , configure the ranges repetition in about the IP addressing state of your
active scanning to always know how , , o
ol , different locations (OEM). facilities.
. them are being used. |

IM151-3
kbu2a121------k--1kal faume

EX245-PN EX245-PN EX245-PN EX245-PN
kbu2al121----hp-vi-Tkal kbu2a1212340---vi-6ka kbu2a1212340---vi-3ka kbu2a1212340---vi-2ka

IP 172.18.140.33

IP 172.18.140.32

IP 172.18.140.40 IR 1721814037 IR 172.18.140.36

Dispositivos Puertos Anillos IPAM

®
Estado Y Nombre Y DireccionIP Y  DireccionMac Y Interfaz de red Y VLAN / IDVLAN Nombre Y Ultima respuesta Y Tipo Y
Usado ET200s 10.10.10.1 00:22:1e:9b:6a:c2 ethO Maintenance 15/2/2018 11:17:25 Manual :
Usado ET200s 10.10.10.2 10:49:FF 3a:6c¢:6d ethl Maintenance 10/2/2017 10:06:21 Automatico
Libre kba2a121------- I--2pb1 172.18.110.66 28:63:36:3A:2F:34 ethO Maintenance 21/2/2016 16:42:00 Manual
Usado kba2a1220340---is-1kal 172.18.110.54 00:1B:1B:BE:C1:FB ethl Maintenance 01/3/2018 09:30:15 Manual
Usado kba2al121------- i--2pb1 172.18.110.66 28:63:36:3A:2F34 eth2 Maintenance 12/8/2015 18:05:41 Automatico

dnetin
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Introduction

A window to NetinDS

66

The NetinDS web interface allows thesisers to

configurate the display paneljor each kind of

device, adapting it to thelr needs easity. 99

1* : . B ' - BRecordarme
.

Netin Diagnostic System has a responsive web interface, based
on HTML5 and CSS3, from which it is possible to access all the

system resources and configuration options.

NetinDS structures the navigation in a hierarchy of localizations
configure by the user. Each localization match with a facility, a
production unit, an area... adapting the navigation to the structure.

dnetin

gt
-
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These localizations allow including metadata, facilities’ additional
data (geolocations, tags...) and images, all of them very useful to
navigate visually and to search basing on extra information.

The Grid system allows the users to configure the way they want to
see each device information and highlight the most important
data.



2107 %430 o

®

. . . Localizacio
Localizations hierarchy -

wcalizaciones Wiki

NetinDS is ordered in a localizations hierarchy system to allow the

e

users to manage the monitoring activities in the same way they

_ o O Nombre O Nombre Nombre
manage their facilities.
B-307-Stratoilner VAR Left-Front-Side Transfer
. - - : = Left-Rear-Side Hydraulic-Pre

An only NetinDS agent can monitor equipment from different S [ | C.1943-Constellation | | |
localizations. This flexibility allows organising the monitoring Right-Rear-Side s Cooling
. , ., - . . . Rolling

architecture (agents’ position and configuration) independently from Right-Front-Side .
the administrative organization. Cutting
Furnace

Every localization in NetinDS can have useful metadata to make
searches and organise the information, images to visually navigate
through the application, and GPS coordinates used by the NetinHUB
apps to navigate to the facilities.




Estados ¥ Configuracion

Netin WebUI

Hierarchical states display

rietas Mapa III

KBU2A12

The facilities hierarchy structure allows NetinDS to group the
information of alarms and states to show the situation of all the
facilities, not only the conditions of devices and systems in an isolated
way.

This display mode by localization hierarchy, in accordance with the

ciados (Partners) Avanzado
L] L] L] L] L] L] L] L] .
industrial facilities reality, makes easier integrate the use of NetinDS as
Taller ¥ Linea Y Instalacion Y Celda Y Nombre de dispositivo Y Descripcion Y Tipo de dispositivo Y Direccion IP . . . . .
Taller 1 PQ27 Autobastidor 2 completacion KBU2A12 Kbu2al2—bs-allgka2 Siemens, SIMATIC NET, SCALAN CE X202-2P IRT, 6GK5 SCALANCE X - 200 172.18.140.14 a m O n Ito rl n g to O | I n yo u r CO n t rO | Ce n t re O r I n yo u r m a I n te n a n Ce
Taller 1 27 Autobastidor 2 I i0 KBU2A12 Kbu2al12—bs-allgku Si , SIMATIC 57, CPU319F-3 PN/DP, 6ES7 318-3FLO1 172.18.140.10 b I fI h f d I
el PO obasidor 2 completacion uoa2-—bsall femens processes, because It reflects the current state or your productive
Taller 1 PQ27 Autobastidor 2 completacion KBU2A15 Kbu2a15—bs-allgku1 Siemens, SIMATIC S7, CPU319F-3 PN/DP, 6ES7 318-3FLO1 172.18.143.10 .
Taller 1 PQ27 Autobastidor 2 completacion KBU2A12 Kbu2al2—bs-allgkal Siemens, SIMATIC 57, IM151-3PN FO , 6ES7 151-3BB23 ET200S 172.18.140.21 p ro C e S S e S a n d S e rVI C e S ¢
Taller 1 PQ27 Autobastidor 2 completacion KBU2A12 Kbu2al2—sv—kal Siemens, SIMATIC S7, IM151-3PN FO , 6ES7 151-3BB23 ET200S 172.18.140.30
Taller 1 PQ27 Autobastidor 2 completacién KBUZ2A12 01ekbu2al? Hardware: Intel64 Family 6 Model 60 Stepping 3 AT/AT SIMATIC IPC677D 172.18.140.230 . . . R R . .
| ) | | The hierarchical display has two displays options: informative cards and
Taller 1 PQ27 Autobastidor 2 completacion KBU2A12 Tekbu2al2 Hardware: Intel64 Family 6 Model 60 Stepping 3 AT/AT SIMATIC IPC677D 172.18.144.230

s 4 5 b w graphically by uploading navigable images of your facilities.

Avanzado

Hora de inicio Y Duracion ¥ Taller W Linea Y Instalacion Y Celda W NombreDisp. Y Informacion Y Texto de ayuda / informacion exira

I4 < II' »

dnetin




21 15

armas ~ /© Inspeccion €= Redes [§)Estados g Configuracion 3 Consu

N l i W I U I > PQ27 » Autobastidor 2 completacion

irjetas m
Alarms and events display

NetinDS Ol’ganises alal’mS and notifications N different |eve|S n o |l IEE?_ oy _”;. _I : -, Geo” || "o '1;;;:?".
according to their severity, for example, an alarm triggered because of . SRCA A AR 2le oo oo o - -
a failure in the observance of the user’s standard can be categorised as
“informative” and an alarm which stops the production can be

categorised as “emergency”.

Avanzado

ciados (Partners)

The NetinDS navigation is design to change, in a quick and easy way,

Taller Y Linea Y Instalacion Y Celda Y Nombre de dispositivo Y Descripcion Y  Tipo de dispositivo Y Direccion IP

from the display of different alarms types by role or process, 10 i rer  svossstorzcomenoen  woumz  kouzo1—osalgaz Slemens, SMATIC NET, SCALANCE X02.27 T, G0k6 | SCALANCEX-200 2gr0s
manage the So|ution Of 3 prob|em or Verify the Observance Of a Taller 1 PQ27 Autobastidor 2 completacion  KBU2A12 Kbu2a12—bs-allgku Siemens, SIMATIC S7, CPU319F-3 PN/DP, 6ES7 318-3FL01 172.18.140.10

. e Taller 1 PQ27 Autobastidor 2 completacion KBU2A15 Kbu2a15—bs-allgku1 Siemens, SIMATIC S7, CPU319F-3 PN/DP, 6ES7 318-3FLO1 172.18.143.10
S p e C I fl C fa C I | I ty' Taller 1 PQ27 Autobastidor 2 completacion KBU2A12 Kbu2al2—bs-allgka1 Siemens, SIMATIC S7, IM151-3PN FO , 6ES7 151-3BB23 ET200S 172.18.140.21
Taller 1 PQ27 Autobastidor 2 completacion KBU2A12 Kbu2al2—sv—kal Siemens, SIMATIC S7, IM151-3PN FO , 6ES7 151-3BB23 ET200S 172.18.140.30
. . . . Taller 1 PQ27 Autobastidor 2 completacién KBU2A12 01ekbu?al? Hardware: Intel64 Family 6 Model 60 Stepping 3 AT/AT SIMATIC IPC677D 172.18.140.230
The al y log y ding gin (th
e a a r m S S Ste m C a ta O u e S eve r eve n t a C C O r I n to I S O rl I n t e Taller 1 PQ27 Autobastidor 2 completacion KBU2A12 1ekbuzal2 Hardware: Intel64 Family 6 Model 60 Stepping 3 AT/AT SIMATIC IPC&77D 172.18.144.230

device that caused it). The different devices are related among them s « s »
because of the hierarchy inside the fieldbus (Controller/Device -
Master/Slave) or the network topology. NetinDS knows these relations
and navigates in an intelligent way between partners.

Avanzado

Hora de inicio Y Duracion ¥ Taller W Linea Y Instalacion Y Celda W NombreDisp. Y Informacion Y Texto de ayuda / informacion exira

dnetin




idor 2 completacion » KBU2A12

kbu2a12—bs-algkux

%3 SCALANCE X-200
B2Y kbuza12——bs-aligkal

IP-172.18.140.76

@ Estados Ct:-nf

PNPN_IOC PNPN_IOC
kbuZ?al13-——bs-aligkas kbu?a12——bs-aligkas

IP:172.18.140.18 IP:172.18.140.19

SCALANCE X-200

kbuZal2——bs-allgka3

IP: 172.18.140.15

IP:172.18.140.14

IM151-3
kbuZa121-——k--1kal

IP-172.18.140.33

EX245-PN
kbuZa121—hp-vi-1kal

IP: 172.18.140.32

IP- 1721814040

SCALANCE X-200
kbu?al2—bs-allgkaz |-

EX245-PN
kbu?a1212340—vi-6ka'l

S57-300
kbuZa12-—hs-allghunc

IP: 1721814010

EX245-PN
kbuZ2a1212340-—vi-3ka1 o kbu?a1212340-—vi-2kal

IP-172.18.140.37

Lulft
IP: 172.

EX245-FN

IP: 172.18.140.36

Anillos Logs

Linkst. ¥ Mbits/s ¥ Modo Y Descripcion

Up 100.00 Full Duplex Siemens, SIMATIC NET, Ethernet Port, X1

Up 100.00 Full Duplex Siemens, SIMATIC NET, Ethernet Port, X1 P4
Up 100.00 Full Duplex Siemens, SIMATIC NET, Ethernet Port, X1 P2
Up 100.00 Full Duplex Siemens, SIMATIC NET, Ethernet Port, X1 P4
Up 100.00 Full Duplex Siemens, SIMATIC NET, Ethernet Port, X1 P4
Up 100.00 Full Duplex Siemens, SIMATIC NET, Ethernet Port, X1 P4
Up 100.00 Full Duplex Siemens, SIMATIC NET, Ethernet Port, X1 P4

dnetin

h d

Equipo remoto Y

kbu2a1212340—vi-5kal
kbu2a1222350r02rs—ka1
kbu2a1222350r04rs—ka1l
kbu2a122——i—2ka2
kbu2a1222350r02rs—ka1l
kbu2a123——k-1ka1

kbuzal123—k-1kal

Prto. Remoto ¥

port-002

port-004

port-004

port-003

port-004

port-001

port-002

Error Ent. Desc. %BWE. %BWS. F

o] o] o] o}
o] o] ] el

R
o] of el el

ol o] | =i

Netin WebUI

Monitor all the equipment in your network

The alarms a

nd devices in NetinDS can be catalogued by “facilities”, so

it is possible to discern for each localization which alarms belong to

the commun

ications infrastructure or to the industrial network.

NetinDS has a specific display mode for the industrial network

electronics which allows in an easy way:

e Identifying malfunctions or deviations in the network
interfaces behaviour: excessive bandwidth, error packets,
discarded packets...

* |dentifying the main links of the localization to focus on them
and their visualization: uplink ports, industrial rings ports...

e Dis
Sys

nlaying records produce by network equipment, such as

Og or traps.
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L\ Alarmas  J® Inspeccion  &-°3p Redes [§)Estados & Configuracion (5 Consultas

’ aller1 » PQ27 » Autobastidor 2 completacion » KBU2A12 » kbu2al2--—--—-sv—--—kal
et| N e
Taller 1 Reservado Usado

Run

o o ° ) ) PQ27 Ma&ximas conexiones 32
Visualise all the relevant information from your devices | |
n Autobastidor 2 completacion Recursos no usados 29 BUS STATE
KBU2A12 oP 10
ispositivo kbu2a12—sv-—kal Configurado 1 2 O k
e k 1 1 SYSTEM STATE
. . . . 5n Siemens, SIMATIC S7, IM151-3PN FO, 6ES7 151-3BB23-0AB0 5 0 0
In industrial sectors every device, system or technology are designed FIWE V.00 FWE V7.0, SN: § CFEDS20432015 Ok
IP 172.18.140.10
to develop a particular function in a very efficiency and specific way, so p———
Its monitoring must be specific, too. e 20%
a 00:1B:1B:E6:BB:4F ‘ 0
ey
) 2 w 50 " TIEMPO DE CICLO
With the customizable NetinDS templates it is possible to integrate in : i mecida més cora2 20

an only display and monitoring tool all the relevant information of an

ion de la memoria

equipment.

Load Memory RAM + EPRON Remain Memory, Data Work Memory
This way, for example, for a SIMATIC CPU it is possible to integrate in Total: 8388608 Total: 716800 Total: 26214
the same template information from the network interfaces by the e GoAme? o tbreragneor o e

. . . Il Usado: 2140426 [ Usado: 324908 [l Usado: 1:
SNMP protocol and from the PROFINET driver Supervisor, besides all

the state and behaviour information of the CPU from the SIMATIC S7

co de buffer
interf
Inter ace. Avanzado
Y Timestamp ExtError Y  IntError Y Evento Y Clase Y OB Y  Evento
2017/12/03 16:44:58:318 1 (0x00) Event Leaving (0x03) Asynchronous errors 83 (0x3858) PROFINET 10 interface
2017/12/03 16:44:58:214 1 (0x00) Event Leaving (0x03) Asynchronous errors 83 (0x3858) PROFINET 10 interface
2017/12/03 16:44:58:165 1 (0x00) Event Leaving (0x03) Asynchronous errors 83 (0x3858) PROFINET 10 interface
2017/12/03 16:44:58:114 1 (0x00) Event Leaving (0x03) Asynchronous errors 83 (0x3858) PROFINET 10 interface
2017/12/03 16:44:57:960 1 (0x00) Event Leaving (0x03) Asynchronous errors 82 (0x3842) Module OK
2017/12/03 16:44:54:558 1 (0x00) Event entering (0x03) Asynchronous errors 82 (0x3842) Module error
2017/12/03 16:44:13:041 1 (0x00) Event Leaving (0x07) Event for fail-safe and fault (0x78E5) FI/O device depassivate
B 2 3 4 5 » m 1-
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AGREGAR, MODIFICAR WIDGETS DEL DISPOSITIVO

PERSONALIZACION FINALIZADA

plantilla
general Informacion PNIO

Taller 1 Controlador PNIO
PQ27 Dominio MRP
Autobastidor 2 completacion MRF Modo
KBUZA12Z Versién MRF

ositivo kbu?a12—sv—=Fkal Tipo de dispositivo

vo SIMATIC IPC&T7D Real time class
172.18.135.230

1
FB9557007

ware

vare E

T Link=st. T Mbits's T Modo T  Descripcidn T Eguipo remoto T Pro.Remoto T  EmorEnt. Desc.
Lp 100.00 Full Duplex Siemens, SIMATIC NET, Ethemet Port, X kbu2a1212340—vi-Skal port-002 H-
100.00 Full Duplex Siemens, SIMATIC NET, Ethemet Port, X 0 0

dnetin

Netin WebUI

Design your own display

All this information from an only equipment is visualised in the “device
panel”.

The device panel is design to be configurable by using customizable
widgets to represent the information as you wish.

It is possible to create several devices panels for an equipment, so all
the information is accessible and can be organise in the way more
convenient for you, by roles or information types.

All the widgets are responsive designed for a right visualization in
different sizes devices.




Netin HUB
OT and lloT integration




Introduction

Integrate NetinDS with your OT and loT systems

N

CC NetinHUB allo

easy and richer the access to (ts
functionalities. 99

o S

NetinHUB is the addon that allows you to integrate and connect
NetinDS with the world, making easier the information exchange
and adding new functionalities to your monitoring and diagnosis
system.

The NetinHUB integration features include: integration with
document management systems, wearable devices, |oT platforms...

dnetin

ws you to (ntegrate its OT
diagnosis platform in your ecosystem, making i

One of its main advantages is the integration with SCADA system
by market standards, so it is possible to match SCADA alarms and
events with the technical incidents detected by NetinDS.

With NetinHUB is also possible to add events and information
resources to improve incident solving by making easier the
documentation access or notifying more quickly to the qualified
staff.




Sharepoint EPLAN

Make easier the accessibility Get further in you auditing

q . to manuals and processes importing from
'..‘ E|aSt| C documentation with the EPLAN all your facilities
integration of NetinHUB information.

and Microsoft Sharepoint,

one of the most important SI EM ENS

ECM systems.

ELK Stack SAP WIinCC OA
Integrate all your logs in the Escalate your NetinDS Connect one of the most
same platform and apply alarms or auditing events by powerful SCADA systems of
deviations detection creating working orders in the sector to your NetinDS

N

techniques with Machine your SAP system easily and
Learning thanks to the automatically with

Elasticsearch functionalities. S h are POI Nt NetinHUB.
Integration

Systems integration

system and take advantage
of all the possibilities of
your information thanks to
NetinHUB.

PLA

NetinHUB connects NetinDS with all your systems, allowing the information flow and its crossed use. Take advantage of all the possibilities of your
information by sending it right there where, when and how you need it thanks to an open system which is compatible with the main market standards.

dnetin



Integration

Systems integration

loT Button Wearables

With the integration of AWS With the NetinHUB apps
loT Button devices in the Left-Front-Side/ for wearable devices, it is

Hydraulic-Press

NetinHUB system, it is °o possible to receive the
possible for the user to e o g information right there
report events in an easy way Left-Front-Side/Furnace where the users need it.

with a simple button tap. Sl Wear on your wrist all the

information of your
facilities.

SIGFOX _ | Smartphone

Integration of one of the S 3 NetinHUB allows you, from
most important loT your smartphone device, to
platforms of the industrial ST access and interact with the
scene, with the possibility of 7 s © o v most relevant information
adding events or alarms R about the state of your
detected by equipment with - industrial facilities, OT
SIGFOX standard. systems and field devices.




SORTER | Safety zone en

. ELECTRICAL FAILURE

Integration

SCADA systems integration

One of the most important functionalities of NetinHUB is the possibility of integration with SCADA systems. The SCADA systems monitor the state of
operations and systems from a production perspective. When a failure occurs its consequences are shown, i.e., how the productive capacities of the
monitored facility are affected. This information, although very important, is not always enough to know the cause.

dnetin




Integration

SCADA systems integration

The information about the state of the automation and operation systems that NetinDS supplies, allows knowing the origin of the problems quickly. The
industrial facilities integrate day by day a higher number of intelligent devices in order to improve their processes. An efficient diagnostic is more and
more important.

' MOTOR

soaren  Overneat

‘ar |ROBOT
-l - ki i
s rrampr  oortcireuit

CPU
DRILLER Memory leak

ELECTRICAL FAILURE




MOTOR  Safety zoine end
SORTER Owver heat

A Station locked
il by DRILLER Memory leak

ELECTRICAL FAILURE

Integration

SCADA systems integration

NetinHUB allows merging and automating, in an only common point, all the different information sources that are operating in the industrial facilities.
In this way, it is possible to link the process events present in the SCADA systems with the advanced diagnosis information that NetinDS supplies.

dnetin




GET /locations/ Retums localization tree

®
I n t e g ra t I O n POST /locations/ Add alocation to database

Connect NetinDS thanks to its RESTful API interface NN devices/ Register awalch

GET /devices/ Returns all devices

NetinHUB has a complete application programming interface (API)  Rretrieves all devices from the db
defined on a RESTful architecture that allows the access to all the

Parameters Try it out

NetinDS resources in an easy and standardised way.

No parameters

Through this interface, it is possible to integrate third party tools so
much to consume information from NetinDS, as to add new alarms

Ssources. Responses Response content type | application/json v:

With this interface you can access to: Code Description

| pces data o organized ey focelizations) el
Status 0K

« Alarms and events.

° HiStOrical data' Example Value Model

« States of services, agents and artefacts.
« States of devices connected by NetinHUB.

"serialNumber™: "string”,

e |nterface to create events and customizable alarms. “key”: "string”,

"info": {},

"status": {},

"lastPoll™: 8,
"configDate™: @,
"registered”: true,
"active": true,
"config": {}




Integration

Wear NetinHUB on your wrist

With the NetinHUB Smartwatch applications, it is possible to connect
smartwatches to your monitoring systems without an associated
mobile terminal. This way, it makes easier to send the information
quickly to whom really needs it.

The NetinHUB system divides all the information in different
‘channels” (localizations) that are assigned to the smartwatches, so
each watch will only receive the information that concern it.

At the same time, NetinHUB system can filter the alarms marking
which ones should be forward to the smartwatches.

It is possible to create alarms straight from the smartwatches using the
voice recognition functionality, so each user can decide the alarm
description text that will appear in the system when creating it.

NetinHUb Smartwatch also has a system to escalate alarms that
allows assigning different roles to the different application users.
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Introduction

Added value for our clients

%
.

66

Network Intelligence walks along with you (n
your projects offering specialised services and

support to both clients and partners. 99 _—n

In order to guarantee the success, Network Intelligence offers
specialised services and walks along with their clients while
developing their integration projects and implementing their
NetinDS and NetinHUB system:s.

Training for partners and clients to become experts in the
implementation and use of NetinDS and NetinHUB systems.

dnetin

Specialised consulting in the diagnosis and monitoring of
industrial and OT infrastructures, and in the processes for
Implementing a monitoring system, always with the best
specialised partners.

Experienced support that allows you to solve any incident quickly,
facilitates the integration of new systems, and helps you to get all
the possibilities of NetinDS and NetinHUB.



’i
'h

' Network Intelligence

Your way to success

Network Intelligence offers services of advanced consulting for your
integration projects of the Netin systems in your industrial facilities
and OT infrastructures.

We walk along with you through all the stages of your project hand in
hand with our partners and with the only goal of guaranteeing your
success.

We stablish a relationship which allows us to understand all your
challenges and all the technical and business problems that you try to
solve with the Netin systems, and we work together with our clients to
plan and develop recommendations to get their objectives.



Network Intelligence

Be a Netin partner

Network Intelligence gives training, both classroom-based and on-
line distance learning, that allows you to improve your knowledge of
the Netin tools and take advantage of all their possibilities.

These trainings are directed to:

 NetinDS and NetinHUB users.
e Operating and maintenance staff of NetinDS and NetinHUB

platforms.
e Specialised integrator staff of NetinDS and NetinHUB.
e Developers who use any NetinDS or NetinHUB APIs.

dnetin



Network Intelligence

Specialised support for clients

You can access to the Network Intelligent specialised support with
the GOLD and PLATINUM subscriptions, or on the free access forums.

We guide and help you solving your configuration problems,
installation, implementation... or with any other incident during the
your NetinDS and NetinHUB systems installation.

Access to a professional and dedicated support to guarantee your
investments and to focus on your objectives.

GOLD PLATINUM

Coverage Working hours 24/7/365

Critical: 4 h Critical: 1 h
Response time L2: 1 day L2:4 h

L3: 2 days L3: 1 day
# incidents unlimited unlimited
# contacts 2 6
Access Web and phone Web and phone

Emergency patches No Yes




\
J Network Intelligence

Do you want to be in Netin?

If you are a manufacturer of devices and systems and would like to
Incorporate them to NetinDS or NetinHUB, please contact us.

Network Intelligence will help you to develop your own
communications driver, or to solve your queries about how to create
and distribute your equipment profiles and systems by using native
drivers. For that, we have the best and most experienced professionals
about the NetinDS and NetinHUB tools.






SIMATIC RFID (Driver)

Integration driver to diagnose this kind
of devices and their efficiency in the
reading process.

UR Robotics (Driver)

Integration driver to diagnoses this kind
of devices.

SIMATIC S7 (mejora)

Improvement of the S7 driver by adding
new CPU models (§7-1200/S7-1500) and
new functionalities.

MQTT Devices

Increasing NetinDS functionality to add
MQTT devices in a native way.

SQL (Driver)

Integration driver to add the
functionality to read databases where
logs and states are stored.

Template Config Tool

Developing a visual interface to
configurate devices templates.

Roadmap

Current and future NetinDS developments

Curves data support

Adding a new kind of data, “curves”, that
allows registering in a native way
sampled values curves.

New Widgets

Increasing the available configuration
widgets portfolio to design templates.

Phoenix Contact CPU

Developing of a CPU diagnosis interface
for Phoenix Contact trademark.




IOS Smartwach

Developing a new app for Apple
smartwatch devices.

Legato Sapiens

Developing of an integration interface
for the Gefasoft MES Legato Sapiens
system.

Mindsphere

Integration of NetinHUB and NetinDS
with the Siemens Mindsphere system.

Roadmap

Current and future NetinHUB developments

Kibana ML

Integration of the Kibana deviations
detection events in NetinHUB.

Email and SMS

Integration of NetinHUB with an email
and SMS notification system.

External Queries

Integration of database displays and
external systems by building external
queries.

Cloud services

Adapting NetinHUB and NetinDS to run
as cloud-based services.

Apps configuration

Improving the configuration options of
the wearable devices apps.

Slack and Teams

Integration with the chat and working
systems Slack and Microsoft Teams.
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www.netin.es
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